Microsoft365 Multi-factor authentication method

~ Authentication method performed by the application using
a personal computer and a smartphone~

Multi-factor authentication is required when using our Microsoft 365 from off-campus.
Please follow the steps on the following pages for multi-factor authentication.
(Even if you use it in on-campus, you must make initial settings before using it.)

¢ The operation may not proceed normally if it is connected to INDIGO.
In that case, disconnect INDIGO before operating, or set at home.




3% The operation on the smartphone is referred to as [Smartphone] ,
and the operation on the browser of the PC is referred toas [PC] .

1. [Smartphone]
Before starting the setting, download the authentication application
"Microsoft Authenticator" from the following QR code.

iOS version Android version

2. [pc]
Access the Microsoft 365 Website from the following URL or QR code.
https://portal.office.com
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3. [pc]
Click “Sign In”.
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4. [pc]
Enter your ID given by the university, and then enter your password.
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5. [pcC]
After entering the password,
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6. [pPC]

Click “Next” when the screens below is displayed.
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7. [pC)

Click “Next".
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8. [pc]

When the following screen appears, start the application from your smartphone.
Then scan the QR code.
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9. [Smartphone]

When you start the app after operating 8, the following screen will be displayed.
Please select “Agree", then select “Scan the QR code".
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X If you already have Microsoft Authenticator installed and have added another account,
press "+" at the top of the account list and select "work or school account”,
The screen will be changed to the QR code scanning screen.
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10. [Smartphone]
You will be asked to access the camera, so press "OK".
When the scan screen appears, scan the QR code in step 8 and press "Allow"
to send the notification.
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K The shutter button is not displayed when scanning.
The screen will be switched to the next screen automatically when scanned.

11. [Smartphone]
Now that the account has been added, press the ">" on the right.

= Authenticator +
E naruto-u.ac.jp O ‘

I @naruto-u.ac.jp

naruto-u.ac.jp

@naruto-u.ac.jp

BHAER
COTNA AEFEALT, ¥ v+ Y ERERT o ICEN
ERET SN TEERY

One-time password code

863 822

BECLEV IV EBNCTS

G:

Make sure you see a 6-digit number at the one-time
passcode.

2 At this moment, it is OK if you can just confirm just a
6-digit number.
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12. [Pc] Return to your computer screen and click “Next”.
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13.
The computer and smartphone screens will switch to the following screen,

Enter the number displayed on the computer into the application. After
entering the number, press "Yes.

PC Smartphone
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14.
Click “Next”.
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2 Enter your student ID number when the screen below is displayed.
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15. Press “Complete".
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¢ After setting, we recommend registering your phone number in case you are
unable to application. Please register your phone number using the method
described in 5-2 on pp. 12.

[Notes for setting up ]

KEnter a phone number that can be answered at any time. It will\
be used to authenticate your phone in case you are unable to
connect to the application.

*Do not use the university's phone number.

You do not need to enter the first “0” of the area code.
[e.g.] 090-X X X X-X X X X

\ 90- X X X X-X X X X J




When using from off-campus

1. Sign in.
Enter your ID given by the university and password.
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2. After you sign in, the message "Approve sign-in request" will be displayed
and the app will notify you.

The app says "Do you want to approve the sign-in?", So press "Approve".
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3 In such a case

Oln case you want to check/change the setting information after setting

1. From the University webpage, connect to the university portal site and open
Microsoft Office Home.
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Click “Account Manager” on the top right.
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3. When the My Account screen opens,
click on "Updates" under Security Information.
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4. The Security Information screen will appear. From here,
you can review and change your configuration information.
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5-1. In case you want to change how to sign-in

Click "Change" next to the default sign-in method to see the registered sign-in methods. From
there, select the method you wish to change.
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5-2.In case you want to add the sign-in method

Click on "Add Sign-In Method" under the default sign-in method. The Add Method screen will
appear, from which you can add the method you wish to add.
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OIf you want to authenticate from overseas

"Confirmation code display method by app" can be used even if the LTE line is out of
service area.

When authenticating from overseas, we recommend using a verification code.

If you have selected another authentication method, change the authentication method
using the method described in the "If you want to check / change your information after
setting" section at the top of this page.

It is assumed that the environment is different from usual, such as when you cannot
receive voice / SMS overseas or when roaming communication is required,

so it is recommended to check and set in advance.

OIf you want to change the registration of the device that has the authentication
application "Microsoft Authenticator" installed

The migration procedure is also required when changing models of your smart phone.

For details, please see the following site.
https://jpazureid.github.io/blog/azure-active-directory/move-authenticator-to-new-phone/

If you have any other questions, please contact the Center v

for Information Technology Services Usage Support Office.


https://jpazureid.github.io/blog/azure-active-directory/move-authenticator-to-new-phone/
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